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The Unified Brokers Insurance Agency

WORKERS’ COMPENSATION

Pre-existing Conditions Weigh Heavily on Claims

Y

OUR WORKERS’ underlying health can greatly affect the amount
of time they are off the job recovering from a workplace injury.
A new study has found that workers with pre-existing issues
like hypertension, obesity and mental health spend 60% more time
recovering from workplace injuries than healthy workers.
As those injured workers collect indemnity benefits during
that extra time, the cost of a claim often increases substantially.
The findings in the study of more than 7,000 workers’ comp
claims by Harbor Health Systems should be a wake-up call for
employers to try to help workers address their health problems,
if possible. These types of claims also had higher rates of litigation and surgery.

Seven ‘comorbidities’ studied
•
•
•
•

Obesity			• Hypertension
Diabetes			• Addiction
Mental health		 • Tobacco use
Multiple comorbidities (one or more of the above)

The takeaway

The results of the study were a confirmation that underlying health problems will worsen outcomes. Only tobacco use
seemed to have no discernable difference on claims outcomes.
Employers can encourage their employees to improve their
health through company wellness plans and ensure that they
have access to health insurance to treat their medical issues.
Claims management experts say that insurance company adjusters need to intervene early in cases where injured workers
are saddled with these comorbidities. v

DURATION AND COST INCREASE

• For claims involving multiple comorbidities, claim duration increased by 76%.
• For claims involving addiction, duration increased 67%.
• For claims involving obese individuals, duration rose 55%.
• For claims with multiple comorbidities, total incurred costs increased 341%.
• Claims in all the comorbidity groups had significantly higher temporary total disability days compared to the control group.
• TTD days increased by 285% for multiple comorbidities claims
and 274% for addiction-related claims.

LITIGATION SPIKES
• Litigation rates for claims with multiple comorbidities increased
147%.
• Litigation rates for addiction-related claims increased 224%.
• Litigation rates for mental health-related claims rose 248%.

Produced by Risk Media Solutions on behalf of The Unified Brokers’ Insurance Agency, Inc. This newsletter is not intended to provide legal advice, but rather perspective on recent regulatory issues, trends and standards affecting insurance, workplace safety, risk management and employee benefits. Please consult your broker or legal counsel for further information on the topics covered
herein. Copyright 2017 all rights reserved.
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EMERGING RISK

Ransomware Becomes Biggest Cyber Threat

R

ANSOMWARE IS turning out to be the biggest cyber threat facing
companies in 2017 after attacks more than quadrupled in 2016
from the year prior, according to a new study.
If you are not familiar with this fast-evolving cyber threat, typically the
perpetrators will essentially lock down your database and/or computer
system and make it unusable, then demand that you pay a ransom to
unlock the system.
The “Beazley Breach Insights Report January 2017” highlights a massive and sustained increase in ransomware attacks.
Another report, the “2017 SonicWall Annual Threat Report,” found
that cyber criminals are shifting their attention from malware and other
types of threat to ransomware – as evidenced by a significant decline in
the former types of attack and a dramatic increase in the latter.
Here’s what SonicWall saw in 2016:
• Unique malware attacks fell to 60 million from 64 million in
2015, down 6.25%.
• Total malware attack attempts fell to 7.87 billion from 8.2 billion,
down 4%.
• Ransomware attacks exploded to 638 million attempts in 2016
from 3.8 million in 2015, up a massive 166 times!
SonicWall’s report estimates that around $209 million in ransoms
was paid in the first quarter of 2016 alone.
“It would be inaccurate to say
the threat landscape either diminished or expanded in 2016
– rather, it appears to have
evolved and shifted,” said Bill
Conner, president and CEO of
SonicWall. “Cybersecurity is
not a battle of attrition; it’s an
arms race, and both sides are
proving exceptionally capable
and innovative.”

HOW RANSOMWARE INFILTRATES
Hack or malware
Insider
Unintended disclosure

6%

9%

6%

Physical loss
Portable device

40%
28%

Other/unknown

7%

Source: Beazley Plc (numbers for financial services industry)

The unprecedented growth of ransomware was likely driven as well
by easier access in the underground market, the low cost of conducting
a ransomware attack, the ease of distributing it and the low risk of being
caught or punished.
Ransomware is also growing in both sophistication and type of attack,
and the hackers are proving to be inventive in how they can cripple your
business enough to elicit the ransom.

When you are most vulnerable

There are some times that businesses are more susceptible than
others in being targeted for an attack.
“Organizations appear to be particularly vulnerable to attacks during IT
system freezes, at the end of financial quarters and during busy shopping
periods,” the SonicWall report states. “Evolving ransomware variants enable hackers to methodically investigate a company’s system, selectively
lock the most critical files, and demand higher ransoms to get the more
valuable files unencrypted.”
Ransomware enters a company’s system in a variety of ways.
The most common method is when an employee clicks on a link in a
bogus e-mail that opens the door to malicious code to start rifling through
your systems. But more often, an employee unintentionally clicks on a link
or sends information.
The types of attack will vary from industry to industry. v

HORROR STORIES
• Hollywood Presbyterian Medical Center in Los Angeles paid
$17,000 in bitcoin to regain access to its data in February 2016.
• Lansing Board of Water & Light paid ransomware attackers $25,000
after they had paralyzed the company’s information system in
April 2016.
• A four-star hotel in the Austrian Alps paid 1,500
euros (about $1,600) in bitcoin after ransomware had locked up the computer running
the hotel’s electronic key lock system, leaving
guests unable to enter their rooms.
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EEOC LAWSUITS

Employers Sued for Actions vs. Prescription Drug Users

B

Y NOW YOU will be aware of the scourge of opioid abuse that’s
swept the country over the past decade and the damage it is
doing to individuals and families.
Overdoses from legal prescription drugs – mostly opioids and other
strong pain relievers – last year surpassed overdoses from street
drugs like heroin for the first time.
However, some employers are going too far in trying to prevent
employees from taking certain medications while on the job and
have as a result run afoul of the
Equal Employment Opportunity
Commission.
As you would enter an interactive process when trying
to make accommodations for
an employee’s disability, you
must do the same if you have
concerns about a worker taking
prescription drugs for a medical
condition.
Two recent lawsuits illustrate
the issues that could spark
action by the EEOC.

WHAT YOU CAN DO
• If you suspect someone is taking prescription narcotics that are affecting
their performance, you can have a talk with them. If they have a prescription, you may need to enter into an interactive process with them to try
to find ways to accommodate them under the ADA.
• If they are taking pharmaceuticals for which they do not have a prescription, that is illegal drug use and you can impose discipline for violating
your policy against illegal drug use.
• You can still conduct pre-employment drug tests legally and regulate
abuse of drugs in the workplace. But make sure that you account for the
need to engage in an interactive process with individuals taking prescription medications and, if necessary, provide reasonable accommodations.
• Avoid taking adverse actions when you have not
gathered all of the facts.
• You cannot have a policy that requires all
employees to divulge the prescription medications they
are taking. However, there are exceptions when
public safety and the safety of other
employees is concerned.
SOURCE: Littler Mendelson

Refusing to hire after drug test

One case, filed in September 2016, concerns a woman who had her
job offer by a casino rescinded after she had failed a pre-employment
drug test.
But the applicant was taking prescription medication for a back and
neck impairment, which caused her to fail the test, the EEOC alleges.
Despite the applicant’s explanations and even offering to provide
documentation, the casino still refused to hire her, according to the
agency.
The EEOC alleges that the company violated the Americans with
Disabilities Act (ADA) when refusing to hire the applicant, because she
was taking lawful prescription drugs due to a disability.
The lawsuit also challenges the casino’s blanket policy requiring all
employees, regardless of whether they work in safety-sensitive positions,
to disclose their prescription or non-prescription drug use.

Fired for prescription drug use

The EEOC sued a medical center in Georgia for firing one of its
doctors after learning that he was taking prescription narcotics to treat
chronic pain for which he was undergoing treatment.
He was terminated despite offering to provide a letter from his
own doctor explaining why he was taking the medication and receiving spinal injections. The medical center said he would be unable to
perform his duties while taking the medications.
The EEOC alleges that the physician could have performed his job
safely and competently, and that the medical center failed to enter
into a dialogue with him, in violation of the ADA. v
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